3/24/23,7:28 PM H omeland Security Reorganize s, Appearing to Scrap Last Remnants of |HFated "Disinformation Gove mance Board"

Homeland Security Reorganizes, Appearing
to Scrap Last Remnants of lll-Fated
"Disinformation Governance Board"

After an ugly congressional hearing and months of bad press for censorship
advocates, a Homeland Security advisory panel undergoes sweeping changes
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The Department of Homeland Security’s efforts to present a less Orwellian exterior to
the public took a big step forward this week, as it disbanded a key subcommittee
linked to the Department’s ill-fated Disinformation Governance Board, announced

last year and quickly “paused” amid public outcry.

Jen Easterly, head of the DHS’s cyber division — the Cybersecurity and Infrastructure

Security Agency, or CISA — this week convened the agency’s influential Cybersecurity

Advisory Committee (CSAC), which is made up of senior executives from
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organizations like Twitter, Amazon, and the Stanford Internet Observatory. The
agency announced an expanded roster, adding 13 new members to CSAC, including
chief cybersecurity officer for General Motors Kevin Tierney and Cathy Lanier, the

chief security officer for the NFL. The full CSAC now contains 34 members.

However, amid the additions, CISA also shuffled responsibilities, making a key
change. In particular, its “MDM” advisory subcommittee, for “Misinformation,

Disinformation and Malinformation,” was scrapped.

The subcommittee’s leaders, including chairperson Kate Starbird of the University of

Washington’s Center for an Informed Public (CIP), and Vijaya Gadde, a former top

Twitter executive who was fired last year when Elon Musk took over the company,

were shifted to other advisory roles.

A spokesman for the agency said the change appeared in an unpublicized summary of
a Dec. 6 advisory board meeting. The summary provided to Racket states Easterly
decided late last year that the subcommittee had fulfilled its tasks and would “stand

down™

To refocus CSAC efforts in 2023, Director Easterly discussed the CSAC strategic plan for 2023: (1) Transforming the
Cyber Workforce Subcommittee will focus recommendations on CISA’s talent management and hiring practices; (2)
the Turning the Corner on Cyber Hygiene Subcommittee will focus on shaping the technology ecosystem to be
secure by design, providing support to target-rich and cyber-poor entities, and leveraging the cyber performance
goals to achieve this work; (3) the Technical Advisory Council Subcommittee will strengthen partnerships with the
hacker and research communities and source ideas on how CISA can promote memory safe code to support the
work of the Cyber Hygiene Subcommittee; (4) the Building Resilience & Reducing Systemic Risk to Critical
Infrastructure Subcommittee will provide guidance on CISA’s work on Systemically Important Entities, CISA’s
development of a National Cyber Risk Register, and how CISA can work with Sector Risk Management Agencies to
materially and measurably reduce risk; (5) the National Cybersecurity Alert System Subcommittee will provide ideas
for how CISA can calibrate responses to cyber threats based on risk severity to promote sustainable risk
management; (6) the Strategic Communications and Protecting Critical Infrastructure from Misinformation &
Disinformation Subcommittees will stand down, as they have successfully answered their taskings and provided
recommendations to CISA; and (7) the CISA Director will establish a new subcommittee focused on Corporate Cyber

1 https://www.cisa.gov/cisa-cybersecurity-advisory-committee-reports-and-recommendations

CSAC December Quarterly Meeting December 6. 2022 1

But that notice appears to have only been posted on the agency website recently (the
Wayback Machine captured a first image of it in late February). CISA’s unique

approach to website maintenance has drawn attention of late. Last week, Mike Benz
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of the Foundation for Freedom Online reported that CISA scrubbed key sections of its
web page about its campaign against “Misinformation, Disinformation, and
Malinformation.” Crucially, the agency appeared to remove references to “domestic

threat actors” as purveyors of “MDM.”

Terms to Know

What is MDM?
Some tactics of foreign influence include leveraging misinformation, disinformation,
and malinformation. Definitions for each are below. Misinformation, disinformation, and malinformation make up what CISA defines as “information
activities™. When this type of content is released by foreign actors, it can be referred to as foreign
® Misinformation is false, but not created or shared with the intention of influence. Definitions for are below

causing harm.

= Misinformation is fals not created or shared with the intention of causing harm

Disinformation is deliberately created to mislead, harm, or manipulate a
person, social group, organization, or country.

« Disinformation is deliberately created to mislead, harm, or manipulate a person, social group,

organization, or coun

Malinformation is based on fact, but used out of context to mislead, harm, or « Malinformation is based on fact, but used out of context to mislead, harm, or manipulate.

manipulate. An example of malinformation is editing a video to remove

" 0 cause chaos, confusi and division.
important context to harm or mislead. to cause , confusion, and isi

Foreign and domestic threat actors us

e S ——
These malign actors are seeking to indermine our democratic institution:

he resources 1e bottom of this page provide examples and

Foreign actors use misinformation, disinformation, and malinformation campaigns to natic

cause chaos, confusion, and division. These malign actors are seeking to interfere with more info 1DM activities

and undermine our democratic institutions and national cohesiveness.

CISA’s MDM guidance now, and before

The updated page now refers to foreign actors only, and no longer makes reference to
other domestic-facing programs, like an “MDM planning and incident response guide

for election officials.”

The changes come amid months of embarrassing #TwitterFiles disclosures about
formal DHS involvement in the content moderation procedures of Twitter and other
platforms. Two weeks ago, Michael Shellenberger of Public and the co-author of this
article told a House Subcommittee about the “Censorship Industrial Complex,” among
other things criticizing the “misinformation, disinformation, and malinformation”

concept.

“MDM” was once central to CISA’s mission. In fact, it appeared to be the inspiration
for the infamous Governance Board, which was designed to be a centralized hub
uniting various public and private “anti-disinformation” initiatives. As reported by
Lee Fang and Ken Klippenstein of The Intercept last October, Easterly in February of
2022 texted a former CISA official, saying she was “trying to get us in a place where
Fed can work with platforms to better understand mis/dis trends so relevant agencies

can try to prebunk/debunk as useful.”

https://www.racket.news/p/homeland-s e curity-re organiz e s -appe aring?r=5mz 1 &utm_campaign=pos t&utm_me dium=web 3/8


https://www.foundationforfreedomonline.com/wp-content/uploads/2023/03/FFO-FLASH-REPORT-REV.pdf
https://theintercept.com/2022/10/31/social-media-disinformation-dhs/
https://www.documentcloud.org/documents/23129350-texts
https://substackcdn.com/image/fetch/f_auto,q_auto:good,fl_progressive:steep/https%3A%2F%2Fsubstack-post-media.s3.amazonaws.com%2Fpublic%2Fimages%2Fef2393a7-c12d-454b-8e8b-47d5b104790a_2374x854.png

3/24/23,7:28 PM H omeland Security Reorganize s, Appearing to Scrap Last Remnants of |HFated "Disinformation Gove mance Board"

Just trying to get us in a place where
Fed can work with platforms to better
understand the mis/dis trends so

relevant agencies can try to prebunk/
debunk as useful...

Easterly’s February, 2022 text

It later came out that the DHS approved the creation of the Disinformation

Governance Board on February 24, 2022. The charter for the new organization, which
was announced to the public by DHS chief Alejandro Mayorkas on April 27,2022 and
slated to be headed by singing censor Nina Jankowicz, spoke to the agency’s growing

obsession with stopping “MDM” at home:
DHS Disinformation Governance Board Charter

Sectionl. Purpose. The purpose of the Board is to support the Department’s efforts to
address mis-, dis-, and mal-information (MDM), that threatens Homeland Security.

Departmental components will lead on operational responses to MDM in their relevant

mission spaces.

All of this came out after news of the Governance Board inspired a public flip-out,

leading Republican Senators Chuck Grassley of lowa and Josh Hawley of Missouri to

send the DHS formal demands for information. The documents the DHS produced
showed CISA envisioned a deepening of its partnership with Twitter. On April 28, the
day after the Governance Board was announced, DHS Undersecretary Robert Silvers
was scheduled to meet with Twitter Head of Policy Nick Pickles and Trust and Safety
chief Yoel Roth.

A briefing memo prepared for Silvers by Jankowicz advised him to discuss

“operationalizing public-private partnerships between DHS and Twitter.” Silvers was
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to line up Twitter’s coordination with the new board, and ask it to “become involved

in Disinformation Governance Board Analytic Exchanges™

BERGEOURA o] Commente,
e Note: Nick and Yoel both know DGB Executive Director Nina Jankowicz. ‘enpagements

4 Propose that Twitter become involved in Disinformation Governance Board Analytic
Exchanges on Domestic Violent Extemism (DVE) and Irregular Migration.
» Thank Twitter for its continued participation in the CISA Analytic Exchange
on Election Security.

e Ask what types of data or information would be useful for Twitter to receive in Analytic
Exchanges or other ways the Department could be helpful to Twitter’s counter-MDM
efforts,

The creation of the Disinformation Governance Board represented a remarkable shift

in focus, away from foreign threats and toward the domestic population.

The MDM subcommittee had actually once been called the Countering Foreign
Influence Task Force (CFITF). Throughout the period of the 2020 Election, Twitter
received large quantities of flags about tweets from the CFITF, notices which appear
in abundance in the #TwitterFiles. These letters often originated from a regional

American agency, like the Secretary of State’s office in Colorado or Connecticut.

This was odd behavior for an agency devoted to countering “foreign” threats. The
subcommittee subsequently changed its name and — briefly — adopted a more openly

domestic focus.

Last June, the advisory board recommended that CISA should work with and provide
support to external partners “who identify emergent informational threats,” and find

ways to mitigate “false and misleading narratives.”

It also said CISA should fund and collaborate with partners to measure the impact of

disinformation and mitigation, and do “proactive” work like “pre-bunking” emerging

rumors. In a five-page memo of recommendations, the board listed a slew of aggressive
ideas for combating “MD” at home (i.e. “mis- and disinformation”) that included

“reducing engagement” by offenders:
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More research should be done to identify measurable indicators of impact, but initial metrics may include

=  For general resilience work and proactive messaging: Measuring the spread and
engagement of specific CISA campaigns and/or messages. Measuring the efficacy of certain
messages (in reducing engagement by participants in MD content).

=  For proactive work: Measuring the size and strength of the networks built (of key
stakeholders, trusted sources, and voices, etc.).

=  For rapid response: Measuring how long it takes to respond, the reach of the response, and
the number of threats addressed |

The tasks were enormous, advisors said. “CISA should consider MD across the
information ecosystem,” including talk radio, cable news, mainstream media, and

“hyper-partisan media.”

Easterly’s response to the June recommendations focused on foreign threats. She
narrowed the scope of a recommendation from the MDM subcommittee that the
agency should combat mis- and disinformation that “undermines critical functions of

American society and undermines response to emergencies.’

Easterly responded by saying CISA will continue to work on ways to counter “foreign
influence operations and disinformation that threatens the integrity of the election
infrastructure.” She seemed to agree that the agency should work with academic

researchers to measure the impact of their efforts.

Meeting minutes from last year also show the public furor over the DHS
announcement of a “Disinformation Governance Board” had MDM subcommittee
members worried. They discussed delaying and toning down their June quarterly
recommendations to the full CISA advisory board, with one passage suggesting
members find a way to “pre-socialize” the existence of the subcommittee for key

decision-makers:

[Redacted] suggested contacting Director Easterly in preparation for the rollout during the
CSAC June Quarterly Meeting, to solicit her feedback on how to pre-socialize the existence

of the subcommittee with key members of congress or outside validators.

Part of the subcommittee’s worry seemed to be that not many people knew what they

were up to, or that they even existed — not in Congress or even at DHS. The group
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worried about how to “strategically approach MDM in the government in the current

discourse.”

The “current discourse” was a reference to the furor over the Disinformation
Governance Board, which by then was being likened to an Orwellian “Ministry of
Truth.” After an outcry, Mayorkas had to “pause” its work and asked two top
Washington lawyers, former DHS Secretary Mike Chertoff and former Deputy
Attorney General Jamie Gorelick to weigh in on the legitimacy of the board. Within

weeks the lawyers issued an urgent interim finding: It’s not needed.

They then issued a final report in August, affirming the Disinformation Board should
be abolished. The report said government should limit its involvement with social

media companies. DHS, they concluded, can bring disinformation to the attention of
social media companies, but “it is for the platforms, alone, to determine whether any

action is appropriate under their policies.”

Given the controversy over the Disinformation Governance Board, subcommittee
members decided it would be better to jettison altogether a planned recommendation
on “privacy and social listening,” which appeared to refer to the use of software that
can proactively search out particular words or language. They worried this “most
sensitive recommendation” could “overshadow other recommendations posed by the

committee.”

The decision this week by CISA to scrap the MDM subcommittee, like last year’s
“pause” of the governance board, reflects political sensitivity to growing public
concern over social media censorship. What changes would more press attention

bring?
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