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BY LORENZO FRANCESCHI-BICCHIERAI / 3 HOURS AGO

Microsoft indirectly hinted that Skype communications can be intercepted and handed
over to the National Security Agency, according to two privacy and security
researchers’ interpretation of the latest statement by the company regarding NSA
surveillance.

In a long blog post addressing the latest reports that said Microsoft helped the NSA
spy on its users, the company equated Skype with traditional calls, saying that it "
[assumes] that all calls, whether over the Internet or by fixed line or mobile phone, will
offer similar levels of privacy and security."

SEE ALSO: Yahoo Forces Secretive FISA Court to Disclose 2008 PRISM
Case

For security experts, that means Skype calls are at the mercy of NSA requests, just
like traditional phone calls made with landlines or cellphones. In other words, the U.S.
government, through its PRISM program, can legally compel Microsoft to hand over
Skype communications, something that the company previously denied was even
possible at a technical level.

"That's the most telling sentence," privacy researcher Ashkan Soltani told Mashable.
"They're implying that until they can say more, all they're going to say is 'don't assume
Skype is different.”

His conclusion is based on the fact that Microsoft does not deny it like it used to in the
past, and that Skype is compared to "other technologies that do allow interception,” he
said.

In a tweet, ACLU's principal technologist and senior policy analyst Christopher
Soghoian echoed Soltani's thoughts: "Microsoft, a company with dozens of
cryptographers, aims to offer same security and privacy for Internet calls as regular
phones (aka none)."
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Microsoft, a company with dozens of cryptographers, aims to
offer same security and privacy for Internet calls as regular
phones (aka none).
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The statement by Microsoft's General Counsel Brad Smith, however ambiguous, is a
far cry from what Skype claimed in 2008.

At the time, the company — which was owned by eBay — claimed it couldn't possibly

comply with wiretap requests because of Skype's "peer-to-peer architecture and
encryption techniques," as reported by CNET.

In the following years, experts have questioned that claim.

A Microsoft spokesperson declined to elaborate. When asked by Mashable to clarify
that sentence, and asked directly whether it means that Skype calls can be tapped just
like regular calls over fixed lines and mobile phones, the spokesperson said that when
the company was last asked about that, it declined to comment, and that its position
hasn't changed since then.

Microsoft released its lengthy statement to respond to last week's allegations that the
company had actively helped the NSA and the FBI spy on its users. According to
documents leaked by Edward Snowden to The Guardian, the company has changed
Skype's architecture to make it possible to hand over audio and video calls.

Additionally, The Guardian report alleged that Microsoft was giving access to emails
and chats before they were even encrypted. An allegation that Microsoft denied.

SEE ALSO: Is It the Dawn of the Encryption App?

"To be clear, we do not provide any government with the ability to break the
encryption, nor do we provide the government with the encryption keys," Smith wrote.
"When we are legally obligated to comply with demands, we pull the specified content
from our servers where it sits in an unencrypted state, and then we provide it to the
government agency."

Even though this explanation still lacks a lot of technical details, Soltani thinks that this
could be explained by an infographic that speculates how PRISM works, which he
published in June. Soltani speculated then, as he does now, that Microsoft responds to
PRISM requests by sending the data to a separate server or "dropbox" that can then
be accessed by the NSA.

Without more details, however, we can't know for sure how the system works, and for
Soltani that's the most important thing.

"Besides the legal question, knowing the specifics of the technical architecture will really
help understand the actual scope and impact of this program," he said. "We can't have
oversight without knowing exactly what technically is being 'scooped up' by the legal
request.”

In the statement, Microsoft also reiterates what all big tech companies have denied
following the PRISM revelations — that it doesn't give "direct and unfettered access" to
customer data.

Additionally, Microsoft sent a letter (embedded below) to U.S. Attorney General Eric
Holder, asking him to get directly involved and let the company reveal more details
about how it responds to government requests. Microsoft argues that it has been trying
to disclose more since the very first leaks. First it asked the Department of Justice and
the FBI for permission, then it went to the Foreign Intelligence Surveillance Court
(FISC) on June 19. The court still has yet to respond to Microsoft's motion.

And despite all these pleas, "we’re not making adequate progress," wrote Smith in the
letter.
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Ultimately, Microsoft argues it has a constitutional right to disclose more information
and respond to media reports based on the documents leaked by Snowden.

"We believe the U.S. Constitution guarantees our freedom to share more information,"
reads Smith's blog post. "The United States has been a role model by guaranteeing a
Constitutional right to free speech. We want to exercise that right. With U.S.
Government lawyers stopping us from sharing more information with the public, we
need the Attorney General to uphold the Constitution."
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Pope Francis to Offer Plenary Indulgences via Twitter

Samantha Murphy

As a part of a greater effort to use social media to connect with Catholics worldwide, the Pope will start granting forgiveness to people via social media.
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Foursquare Starts Showing Ads After You Check In

Seth Fiegerman
Foursquare has started rolling out ads that appear after you check into a venue.
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Universal Music Reviving Vinyls With Crowdfunding Service

Vignesh Ramachandran

Forget digital music files or streaming services: Vinyl is back. Well, it's re-emerging at least for fans of Universal Music's catalog of abums. UVinyl -- Universal Music's vinyl branch -
- is developing a "crowd-funded vinyl service" that will relea...
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9 Heat Wave Hacks You're Doing Wrong
Christine Erickson

In case you haven't noticed or possibly live in the arctic circle, it's hotter than a toaster oven outside. Many are fortunate enough to have the luxury of modern air conditioning, but
some of us have to improvise. Don't let the cruel summer get the ...
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Exclusive: 'Insidious 2' Debuts Haunting Motion Movie Poster

Brian Anthony Hernandez

What's scarier than a movie poster featuring a baby amid darkness and smoke? A motion movie poster of a terrified Lambert family and the mystery of not knowing what's haunting
them. Below, Mashable is debuting an animated film poster for Insidious 2 ...
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Rumor: Sony Xperia il 'Honami' Boasts 20-Megapixel Camera

Vignesh Ramachandran

Rumors are swirling around the successor to Sony's Xperia Z smartphone, after specifications of the alleged Xperia i1 Honami phone leaked online. Taiwanese site ePrice claims the
new Honami model will have a 5-inch 1080p HD display, a 20.7-megapixel ...
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Soap Operas for Safe Sex: The Potential of Edutainment in Africa

Zoe Fox

LUSAKA, Zambia -- Pastor Kangwa Chileshe leads a dual life. In addition to his mission work, Chileshe plays one of the lead characters in Zambian TV drama Love Games, in
which he plays a divorcé pursuing a married woman embroiled in an abusive relati...
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How Much Does It Cost to Be Batman in Real Life?
Sarah Ang
Take away the Batsuit, the Batmobile and the Batarang, and Batman is just ... well, Bruce Wayne.
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Marissa Mayer Is Turning Yahoo Around

Lauren Indvik

Marissa Mayer is coming under some heavy fire on her first anniversary as CEO of Yahoo -- criticism, I believe, that is wholly unmerited. Mayer did not promise to turn around the
company in 12 months, and those who have asked for as much have unreali...
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10 Daft Punk Covers to Help You 'Get Lucky' This Summer

Allison Reiber

Daft Punk's "Get Lucky" has all the qualities of a perfect summer jam. It's insanely catchy, makes for fantastic dancing-and-driving music and there are enough covers on YouTube to
keep you up all night getting funky. So if you're trying to "Get Luck...
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15 Striking Photos of Reflections

Annie Park

For this week's Mashable Photo Challenge, we asked you to distort reality using the reflections around you. We challenged you to be creative and choose interesting reflective
surfaces -- and we were beyond impressed. We received hundreds of amazing s...
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Instagram Entrepreneurs in Kuwait Sell Comics, Makeup and Sheep

105 shares / 8 hours ago
Share Tweet Share Share

Edward Snowden Officially Seeks Temporary Asylum in Russia
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