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Surveillance capitalism is a novel economic system that has emerged in the digital
era. It is characterized by the unilateral claim of private human experience as free raw
material for translation into behavioral data. In this version of capitalism, predicting

and influencing behavior (political and economic) rather than producing goods and
services is the primary product. This economic logic prioritizes extracting, processing,
and trading personal data to predict and influence human behavior by exploiting
those predictions for various economic (marketing) and political objectives. 

In many cases, surveillance capitalism merges with PsyWar tools and technologies to

power the modern surveillance state, giving rise to a new form of Fascism (public-
private partnerships) known as techno-totalitarianism.  Leading corporations
employing the surveillance capitalism business model include Google, Amazon and
Facebook.  Surveillance capitalism has now fused with the science and theory of
psychology, marketing, and algorithmic manipulation of online information to give
rise to propaganda and censorship capabilities that go far beyond those imagined by

the twentieth-century predictions of Aldous Huxley and George Orwell.

Key Features of Surveillance Capitalism

1. One-way mirror operations: Surveillance capitalists engineer operations to
operate in secrecy, hiding their methods and intentions from users, who are
unaware of the extent of data collection and analysis.

2. Instrumentation power: Surveillance capitalists wield power by designing
systems that cultivate “radical indifference,” rendering users oblivious to their
observations and manipulations.

3. Behavioral futures markets: The extracted data is traded in new markets,
enabling companies to bet on users’ future behavior, generating immense wealth

for surveillance capitalists.

4. Collaboration with the state: Surveillance capitalism often involves
partnerships with governments, leveraging favorable laws, policing, and
information sharing to further entrench its power.

Historical Development
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Surveillance capitalism has its roots in the early days of the internet, when companies
like Google and Facebook exploited the “ungoverned spaces” of the digital realm. The
dot-com bust, the success of Apple’s consumer-centric approach, and the surveillance-

friendly environment created by the US National Security Agency (NSA) and CIA’s
investments in the “war on terror” all contributed to the rise of surveillance
capitalism.

Consequences

1. Loss of autonomy: Surveillance capitalism erodes individual autonomy as users

are manipulated and influenced by algorithms designed to predict and shape
their behavior.

2. Threat to democracy: The concentration of power in the hands of surveillance
capitalists undermines democratic processes, as they use their influence to shape
public opinion and policy.

3. Economic inequality: The wealth generated by surveillance capitalism

exacerbates economic inequality, as those who own and control the data and
algorithms reap the benefits while users are exploited as free commodities.

Resistance and Reform

To counter surveillance capitalism, it is essential to:

1. Promote transparency and accountability: Demand greater openness about

data collection and processing practices and mechanisms for users to exercise
control over their data.

2. Regulate surveillance capitalism: Establish robust regulations to limit the
power of surveillance capitalists, protect user rights, and promote fair
competition.

3. Foster alternative economic models: Encourage the development of alternative
economic systems that prioritize human well-being, autonomy, and democracy
over profit and surveillance.
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Shoshana Zuboff

“Surveillance Capitalism unilaterally claims our private human experience as a free
source of raw material for its own production processes. It translates our experience
into behavioral data. Those behavioral data are then combined with its advanced
computation capabilities, what people today refer to as AI machine intelligence. Out

of that black box come predictions about our behavior, what we will do now, soon and
later. Turns out there are a lot of businesses that want to know what we will do in the
future, and so these have constituted a new kind of marketplace, a marketplace that
trades exclusively in behavioral futures, in our behavioral futures. That's where
surveillance capitalists make their money. That's where the big pioneers of this
economic logic, like Google and Facebook have become so wealthy by selling

predictions of our behavior first to online targeted advertisers, and now of course,
these business customers range across the entire economy, no longer confined to that
original context of online targeted advertising.

All of this is conducted in secret. All of this is conducted through the social relations
of the One-Way mirror. Ergo surveillance, the vast amounts of capital that have been
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accumulated here are trained to create these systems in a way that keeps us ignorant.
Specifically the data scientists write about their methods in a way that brags about
the fact that these systems bypass our awareness so that they bypass our rights to say

yes or no. I want to participate, or I don't want to participate. I want to contest, or I
don't want to contest. I want to fight, or I don't want to fight. All of that is bypassed.
We are robbed of the right to combat because we are engineered into ignorance. We
saw these same methods being used by Cambridge Analytica with those revelations a
year ago with only a tiny difference. All they did was take these same every day routine

methods of surveillance, capitalism, pivot them just a couple of degrees toward
political outcomes rather than commercial outcomes, showing that they could use our
data to intervene and influence our behavior, our real world behavior, and our real
world thinking and feeling in order to change political outcomes.”

Publication scheduled for end of September 2024. Pre-purchase link here.

Per Wikipedia

Surveillance capitalism is a concept in political economics which denotes the

widespread collection and commodification of personal data by corporations. This
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phenomenon is distinct from government surveillance, although the two can be
mutually reinforcing. The concept of surveillance capitalism, as described by
Shoshana Zuboff, is driven by a profit-making incentive, and arose as advertising

companies, led by Google's AdWords, saw the possibilities of using personal data to

target consumers more precisely.[1]

Increased data collection may have various benefits for individuals and society, such

as self-optimization (the quantified self),[2] societal optimizations (e.g., by smart
cities) and optimized services (including various web applications). However, as
capitalism focuses on expanding the proportion of social life that is open to data

collection and data processing,[2] this can have significant implications for
vulnerability and control of society, as well as for privacy.

The economic pressures of capitalism are driving the intensification of online
connection and monitoring, with spaces of social life opening up to saturation by
corporate actors, directed at making profits and/or regulating behavior. Therefore,

personal data points increased in value after the possibilities of targeted advertising

were known.[3] As a result, the increasing price of data has limited access to the

purchase of personal data points to the richest in society.[4]

Shoshana Zuboff writes that "analyzing massive data sets began as a way to reduce

uncertainty by discovering the probabilities of future patterns in the behavior of

people and systems.[5] In 2014, Vincent Mosco referred to marketing information
about customers and subscribers to advertisers as surveillance capitalism and made

note of the surveillance state alongside it.[6] Christian Fuchs found that the

surveillance state fuses with surveillance capitalism.[7]

Similarly, Zuboff informs that the issue is further complicated by highly invisible
collaborative arrangements with state security apparatuses. According to Trebor

Scholz, companies recruit people as informants for this type of capitalism.[8] Zuboff
contrasts the mass production of industrial capitalism with surveillance capitalism,
where the former is interdependent with its populations, who are its consumers and
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employees, and the latter preys on dependent populations, who are neither its

consumers nor its employees and largely ignorant of its procedures.[9]

Their research shows that the capitalist addition to the analysis of massive amounts

of data has taken its original purpose in an unexpected direction.[1] Surveillance has
been changing power structures in the information economy, potentially shifting the
balance of power further from nation-states and towards large corporations

employing the surveillance capitalist logic.[10]

Zuboff notes that surveillance capitalism extends beyond the conventional
institutional terrain of the private firm, accumulating not only surveillance assets and

capital but also rights, and operating without meaningful mechanisms of consent.[9]

In other words, analyzing massive data sets was at some point executed not only by
the state apparatuses but also by companies. Zuboff claims that both Google and
Facebook have invented surveillance capitalism and translated it into "a new logic of

accumulation".[1][11][12]

This mutation resulted in both companies collecting many data points about their
users, with the core purpose of making a profit. Selling these data points to external
users (particularly advertisers) has become an economic mechanism. The combination
of the analysis of massive data sets and the use of these data sets as a market

mechanism has shaped the concept of surveillance capitalism. Surveillance capitalism

has been heralded as the successor to neoliberalism.[13][14]

Oliver Stone, creator of the film Snowden, pointed to the location-based game Pokémon
Go as the "latest sign of the emerging phenomenon and demonstration of surveillance
capitalism". Stone criticized that the location of its users was used not only for game
purposes, but also to retrieve more information about its players. By tracking users'
locations, the game collected far more information than just users' names and

locations: "it can access the contents of your USB storage, your accounts, photographs,
network connections, and phone activities, and can even activate your phone, when it
is in standby mode". This data can then be analyzed and commodified by companies
such as Google (which significantly invested in the game's development) to improve

the effectiveness of the targeted advertisements.[15][16]
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Another aspect of surveillance capitalism is its influence on political campaigning.
Personal data retrieved by data miners can enable various companies (most
notoriously Cambridge Analytica) to improve the targeting of political advertising, a

step beyond the commercial aims of previous surveillance capitalist operations. In
this way, it is possible that political parties will be able to produce far more targeted
political advertising to maximize its impact on voters. However, Cory Doctorow writes

that the misuse of these data sets "will lead us towards totalitarianism".[17]This may
resemble a corporatocracy, and Joseph Turow writes that "the centrality of corporate

power is a direct reality at the very heart of the digital age".[2][18]: 17 

The terminology "surveillance capitalism" was popularized by Harvard Professor

Shoshana Zuboff.[19]: 107  In Zuboff's theory, surveillance capitalism is a novel market
form and a specific logic of capitalist accumulation. In her 2014 essay A Digital
Declaration: Big Data as Surveillance Capitalism, she characterized it as a "radically
disembedded and extractive variant of information capitalism" based on

commodifying "reality" and transforming it into behavioral data for analysis and

sales.[20][21][22][23]

In a subsequent article in 2015, Zuboff analyzed the societal implications of this
mutation of capitalism. She distinguished between "surveillance assets",
"surveillance capital", and "surveillance capitalism" and their dependence on a global
architecture of computer mediation that she calls "Big Other", a distributed and
largely uncontested new expression of power that constitutes hidden mechanisms of

extraction, commodification, and control that threatens core values such as freedom,

democracy, and privacy.[24][2]

According to Zuboff, surveillance capitalism was pioneered by Google and later
Facebook, just as mass-production and managerial capitalism were pioneered by Ford
and General Motors a century earlier, and has now become the dominant form of

information capitalism.[9] Zuboff emphasizes that behavioral changes enabled by
artificial intelligence have become aligned with the financial goals of American

internet companies such as Google, Facebook, and Amazon.[19]: 107 
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In her Oxford University lecture published in 2016, Zuboff identified the mechanisms
and practices of surveillance capitalism, including producing "prediction products"
for sale in new "behavioral futures markets." She introduced the concept of

"dispossession by surveillance", arguing that it challenges the psychological and
political bases of self-determination by concentrating rights in the surveillance

regime. This is described as a "coup from above."[25]

Zuboff's book The Age of Surveillance Capitalism[26] is a detailed examination of the
unprecedented power of surveillance capitalism and the quest by powerful

corporations to predict and control human behavior.[26] Zuboff identifies four key
features in the logic of surveillance capitalism and explicitly follows the four key

features identified by Google's chief economist, Hal Varian:[27]

1. The drive toward more and more data extraction and analysis.

2. The development of new contractual forms using computer-monitoring and
automation.

3. The desire to personalize and customize the services offered to users of digital
platforms.

4. The use of the technological infrastructure to carry out continual experiments on
its users and consumers.

Zuboff compares demanding privacy from surveillance capitalists or lobbying for an
end to commercial surveillance on the Internet to asking Henry Ford to make each
Model T by hand and states that such demands are existential threats that violate the

basic mechanisms of the entity's survival.[9]

Zuboff warns that principles of self-determination might be forfeited due to

"ignorance, learned helplessness, inattention, inconvenience, habituation, or drift"
and states that "we tend to rely on mental models, vocabularies, and tools distilled
from past catastrophes," referring to the twentieth century's totalitarian nightmares
or the monopolistic predations of Gilded Age capitalism, with countermeasures that
have been developed to fight those earlier threats not being sufficient or even

appropriate to meet the novel challenges.[9]
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She also poses the question: "will we be the masters of information, or will we be its
slaves?" and states that "if the digital future is to be our home, then it is we who must

make it so".[28]

Zuboff discusses the differences between industrial capitalism and surveillance
capitalism in her book. Zuboff writes that as industrial capitalism exploits nature,

surveillance capitalism exploits human nature.[29]
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Jean 11 hrs ago Liked by Robert W Malone MD, MS

T hank you for this insightful review! It reminds me again of my University days and stumbling
into its early beginnings.

In terms of selling products, services and perceptions, I've been aware of commercial efforts
for a long time. I've reflected on whether allowing access to my psyche, so to speak, was a
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1 reply

fair trade-off for the service I am being offered (for free or at low cost).

In particular, I have been advised by the selling people that I dont think like others. I've never
belonged to Facebook or Google social offerings. I use Gettr to follow persons whose views
I'm interested in. My sources of others' perspectives are largely reading articles and
comments re topics of interest.

So, re surveillance capitalism. It seems to me we have been/ are programmed to gobble up
tasty freebies without a thought as to any ramifications. T hus, step one, as you illustrate
here, is to provide awareness. Once in a while, I've reflected on whether trade-offs like these
are worth my cooperation. So next, every person reflects on such issues.

We seem to go through life blithely focusing on ourselves and our wants. We believe, trust
and expect a supportive environment. Lately we have been learning those expectations are
not being realised. T hank heavens for the Paul Revere's (R & JM's) bringing it to our attention.
In hopes we will further carry and share the concerns and need to deal with them with others.

Welcome home, hopefully! Enjoy a good one.

♡♡♡

LIKE (8) REPLY SHARE

3 replies

James Goodrich J Goodrich News Letter 13 hrs ago

It’s very overwhelming for me to understand and think of the implications of my life being
monitored through my phone and computer in a way that companies can then manipulate my
life, because I believe this is what the they are doing. My fear quickly turns to a fascistic
surveillance which is how the government takes this surveillance information and models laws
and its justice system to go after people like me. T his we may think of as fascist surveillance
done through these huge companies. I realize this is already happening and our politicians are
much too greedy taking the data dollars to ever create laws that would actually stop the
surveillance of us. So for me a person that doesn’t really use face book and needs to divorce
myself from google what can we do?
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